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1.  AGREEMENT TERMS FOR USE 
 
ACCESS TO ALL CONTENT PROVIDED BY WHITEHAT COMPUTER FORENSICS, LLC AND 
HASHSETS.COM INCLUDING THE HASH SEARCH ENGINE AND HASH SET DATABASES ARE 
PROVIDED TO THE USER "AS IS". 
 
WHITEHAT COMPUTER FORENSICS, LLC AND HASHSETS.COM MAKES NO WARRANTIES, 
EITHER EXPRESS OR IMPLIED, WITH RESPECT TO CONTENT AND MATERIALS PROVIDED TO THE 
USER, INCLUDING BUT NOT LIMITED TO ANY WARRANTY OF MERCHANTABILITY, FITNESS FOR A 
PARTICULAR PURPOSE OR AGAINST INFRINGEMENT. WHITEHAT COMPUTER FORENSICS, LLC & 
HASHSETS.COM DOES NOT WARRANT THAT THE CONTENT AND MATERIALS CONTAINED 
WITHIN WILL MEET YOUR REQUIREMENTS, OR THAT THE CONTENT WILL BE ERROR-FREE, OR 
THAT INCORRECTIONS IN THE CONTENT WILL BE CORRECTED. 
 
FURTHERMORE, WHITEHAT COMPUTER FORENSICS, LLC AND HASHSETS.COM DOES NOT 
WARRANT OR MAKE ANY REPRESENTATIONS REGARDING THE USE OR THE RESULTS OF THE 
USE OF THE CONTENT OR ANY DOCUMENTATION PROVIDED THERE WITHIN, TERMS OF THEIR 
CORRECTNESS, ACCURACY, RELIABILITY, OR OTHERWISE. NO ORAL OR WRITTEN INFORMATION 
OR ADVICE GIVEN BY WHITEHAT COMPUTER FORENSICS, LLC AND HASHSETS.COM, 
OR THAT AUTHORIZED REPRESENTATIVES SHALL CREATE A WARRANTY OR IN ANY WAY 
INCREASE THE SCOPE OF THIS WARRANTY. 
 
GOOD FORENSIC DATA PROCESSING PROCEDURES DICTATE THAT ANY CONTENT BE 
THOROUGHLY TESTED WITH NON- CRITICAL DATA BEFORE RELYING ON IT. THE USER MUST 
ASSUME THE ENTIRE RISK OF USING THE CONTENT FROM WHITEHAT COMPUTER FORENSIC, 
LLC AND HASHSETS.COM. 
 
LIMITATION OF LIABILITY -- WHITEHAT COMPUTER FORENSICS, LLC AND HASHSETS.COM ARE 
NOT LIABLE FOR ANY CLAIMS OR DAMAGES WHATSOEVER, INCLUDING PROPERTY DAMAGE, 
PERSONAL INJURY, INTELLECTUAL PROPERTY INFRINGEMENT, LOSS OF PROFITS, OR 
INTERRUPTION OF BUSINESS, OR FOR ANY SPECIAL, CONSEQUENTIAL OR INCIDENTAL 
DAMAGES, HOWEVER CAUSED, WHETHER ARISING OUT OF BREACH OF WARRANTY, 
CONTRACT, TORT (INCLUDING NEGLIGENCE), STRICT LIABILITY, OR OTHERWISE. 
 
 
2.  OTHER DETAILED INFORMATION AND DEFINITIONS 
 



“HASH SETS” MEANS A SET OF OBJECTS CONSISTING OF ONE OR MORE OF ANY OF THE 
FOLLOWING: 
 
-  MD5 (128-BIT HASH VALUE) 
-  SHA-1 (160-BIT HASH VALUE) 
-  SHA-256 (256-BIT HASH VALUE) 
 
“MEMBERSHIP TYPE” MEANS ACCESS TO THE SERVICES THROUGH FREE OR PAID 
SUBSCRIPTIONS. 
 
“TRYOUT MEMBERSHIP” MEANS FREE SAMPLE HASH SETS ONLY (1,000 LINES EACH) FOR 
PURPOSES OF DETERMINING IF THE SERVICES ARE ACCEPTABLE FOR YOUR USE. 
 
“SINGLE USER MEMBERSHIP – ONE MONTH ACCESS” MEANS PAID MEMBERSHIP THAT GRANTS 
ONE USER THE RIGHT TO ACCESS THE WEBSITE FOR A PERIOD OF ONE MONTH AND USE THE  
PERIODIC RELEASES OF PREBUILT MD5, SHA-1 AND SHA-256 HASH SETS VIA ELECTRONIC 
DOWNLOAD IN ZIP/CD/DVD FORMAT, AND THEREAFTER-CONTINUED LIFETIME USE OF THE 
PREVIOUSLY PROVIDED HASH SETS BY THE SAME SINGLE USER ONLY. YOU ARE GRANTED 
AUTHORIZATION TO USE THE PREBUILT HASH SETS ON ANY NUMBER OF MACHINES AS LONG 
AS THAT SAME SAME USER IS THE ONLY USER. PRIVATELY OR PUBLICLY REDISTRIBUTING THE 
CONTENTS OF PREBUILT HASH SETS IN SIMILAR OR DISSIMILAR FORM, DIRECTLY OR INDIRECTLY 
IN COMPETITION WITH WHITEHAT COMPUTER FORENSICS LLC AND HASHSETS.COM IS 
PROHIBITED. 
 
“SINGLE USER MEMBERSHIP – ONE YEAR ACCESS” MEANS PAID MEMBERSHIP THAT GRANTS 
ONE USER THE RIGHT TO ACCESS THE WEBSITE FOR A PERIOD OF ONE YEAR AND USE THE  
PERIODIC RELEASES OF PREBUILT MD5, SHA-1 AND SHA-256 HASH SETS VIA ELECTRONIC 
DOWNLOAD IN ZIP/CD/DVD FORMAT, AND THEREAFTER-CONTINUED LIFETIME USE OF THE 
PREVIOUSLY PROVIDED HASH SETS BY THE SAME SINGLE USER ONLY. YOU ARE GRANTED 
AUTHORIZATION TO USE THE PREBUILT HASH SETS ON ANY NUMBER OF MACHINES AS LONG 
AS THAT SAME SAME USER IS THE ONLY USER. PRIVATELY OR PUBLICLY REDISTRIBUTING THE 
CONTENTS OF PREBUILT HASH SETS IN SIMILAR OR DISSIMILAR FORM, DIRECTLY OR INDIRECTLY 
IN COMPETITION WITH WHITEHAT COMPUTER FORENSICS LLC AND HASHSETS.COM IS 
PROHIBITED. 
 
“MULTI USER OFFICE – ONE YEAR ACCESS” MEANS PAID MEMBERSHIP THAT GRANTS MORE 
THAN ONE USER WITHIN A SINGLE OFFICE (USUALLY A BUILDING OR PORTION OF A BUILDING 
WHERE A COMPANY CONDUCTS ITS BUSINESS E.G. MAIN OFFICE, HOME OFFICE, FIELD OR 
BRANCH OFFICE) THE RIGHT TO ACCESS THE WEBSITE FOR A PERIOD OF ONE YEAR AND USE 
PERIODIC RELEASES OF PREBUILT MD5, SHA-1 AND SHA-256 HASH SETS VIA ELECTRONIC 
DOWNLOAD IN ZIP/CD/DVD FORMAT, AND THEREAFTER-CONTINUED LIFETIME USE OF THE 
PREVIOUSLY PROVIDED HASH SETS BY THE SAME SINGLE OFFICE USERS.  YOU ARE GRANTED TO 
USE THE PREBUILT HASH SETS ON ANY NUMBER OF MACHINES AS LONG AS THE USERS ARE 
WITHIN THE SAME SINGLE OFFICE. PRIVATELY OR PUBLICLY REDISTRIBUTING THE CONTENTS OF 



PREBUILT HASH SETS IN SIMILAR OR DISSIMILAR FORM, DIRECTLY OR INDIRECTLY IN 
COMPETITION WITH WHITEHAT COMPUTER FORENSICS LLC AND HASHSETS.COM IS 
PROHIBITED. 
 
“MULTI OFFICES – ONE YEAR ACCESS” MEANS PAID MEMBERSHIP THAT GRANTS MORE THAN 
ONE USER WITHIN MULTIPLE OFFICES (USUALLY BUILDINGS OR PORTION OF BUILDINGS WHERE 
A COMPANY CONDUCTS ITS BUSINESS E.G. MAIN OFFICES, HOME OFFICES, FIELD OR BRANCH 
OFFICES) THE RIGHT TO ACCESS THE WEBSITE FOR A PERIOD OF ONE YEAR AND USE PERIODIC 
RELEASES OF PREBUILT MD5, SHA1 AND SHA256 HASH SETS VIA ELECTRONIC DOWNLOAD IN 
ZIP/CD/DVD FORMAT, AND THEREAFTER-CONTINUED LIFETIME USE OF THE PREVIOUSLY 
PROVIDED HASH SETS BY THE MULTIPLE OFFICE USERS.  YOU ARE GRANTED TO USE THE 
PREBUILT HASH SETS ON ANY NUMBER OF MACHINES AS LONG AS THE USERS ARE WITHIN THE 
SAME MULTI OFFICES.  PRIVATELY OR PUBLICLY REDISTRIBUTING THE CONTENTS OF PREBUILT 
HASH SETS IN SIMILAR OR DISSIMILAR FORM, DIRECTLY OR INDIRECTLY IN COMPETITION WITH 
WHITEHAT COMPUTER FORENSICS LLC AND HASHSETS.COM IS PROHIBITED. 
 
“BRONZE SERVICE – ONE YEAR ACCESS” MEANS PAID MEMBERSHIP THAT GRANTS ONE USER 
THE RIGHT TO ACCESS THE WEBSITE FOR A PERIOD OF ONE YEAR AND USE THE PERIODIC 
RELEASES OF PREBUILT MD5, SHA-1 AND SHA-256 HASH SETS VIA ELECTRONIC DOWNLOAD IN 
ZIP/CD/DVD FORMAT FOR YOUR THIRD-PARTY PRODUCT AND/OR SOFTWARE REDISTRIBUTION 
USE ONLY (PRIVATELY OR PUBLICLY REDISTRIBUTING SIMILAR OR SAME LIKE HASHSETS.COM 
PREBUILT HASH SETS, DIRECTLY OR INDIRECTLY IN COMPETITION OF HASHSETS.COM IS 
PROHIBITED).  THEREAFTER-CONTINUED LIFETIME USE OF THE PREVIOUSLY PROVIDED HASH 
SETS FOR THE SAME APPROVED PURPOSES. 
 
“PLATINUM SERVICE – ONE YEAR ACCESS” MEANS PAID MEMBERSHIP THAT INCLUDES ACCESS 
TO PERIODIC RELEASES OF PREBUILT MD5, SHA-1 AND SHA-256 HASH SETS VIA ELECTRONIC 
DOWNLOAD IN ZIP/CD/DVD FORMAT, PLUS CONTINUOUS RELEASES OF THE NEWEST ‘THE 
HASH SEARCH ENGINE DATABASE DUMPS’ (INCLUDES TAB DELIMITED TABLE EXPORTS AND 
SQL, MYSQL, ORACLE AND POSTGRESQL IMPORT TABLE SCRIPT TEMPLATES), OPTIONAL USE OF 
THE AFOREMENTIONED FOR THIRD-PARTY PRODUCT AND/OR SOFTWARE REDISTRIBUTION USE 
ONLY. PRIVATELY OR PUBLICLY REDISTRIBUTING THE CONTENTS OF THE DATABASE TABLES 
AND/OR PREBUILT HASH SETS IN SIMILAR OR DISSIMILAR FORM, DIRECTLY OR INDIRECTLY IN 
COMPETITION WITH WHITEHAT COMPUTER FORENSICS LLC AND HASHSETS.COM IS 
PROHIBITED.  AFTER THE ONE YEAR ACCESS YOU ARE GRANTED CONTINUED LIFETIME USE OF 
THE PREVIOUSLY PROVIDED HASH SETS AND DATABASE DUMPS FOR THE SAME PREVIOUSLY 
APPROVED PURPOSES. 
 
“THE HASH SEARCH ENGINE” MEANS OUR ONLINE SEARCHABLE DATABASE CONTAINING MD5, 
SHA-1, SHA-256 HASH VALUES AND VARIOUS ASSOCIATED FILE METADATA FROM FILES WE 
HAVE ANALYZED SINCE THE YEAR 2003. 
 
 
3.  DETAILED LEGAL INFORMATION 



 
FOR THE VERY LATEST DETAILED LEGAL INFORMATION PLEASE REFER TO OUR WEBSITE PAGES 
MENTIONED BELOW.  
 
DEFINITIONS: 
HTTPS://WWW.HASHSETS.COM/DEFINITIONS/ 
 
SERVICES LICENSE AGREEMENT: 
HTTPS://WWW.HASHSETS.COM/SERVICES_LICENSE_AGREEMENT/ 
 
TERMS OF SERVICE: 
HTTPS://WWW.HASHSETS.COM/TERMS_OF_SERVICE/ 
 
USER AGREEMENTS: 
HTTPS://WWW.HASHSETS.COM/USER-AGREEMENTS/ 
 
PRIVACY POLICY: 
HTTPS://WWW.HASHSETS.COM/PRIVACY-POLICY/ 
 
REFUND POLICY: 
HTTPS://WWW.HASHSETS.COM/REFUND-POLICY/ 
 


